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Centers for Medicare & Medicaid Services (CMS)

• Centers for Medicare & Medicaid  Services (CMS)

(formerly the Health Care Financing Administration [HCFA])

• Medicare

• Medicaid

• State Children’s Health Insurance Program 

(SCHIP)

Environment & History
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Centers for Medicare & Medicaid Services (CMS)

CMS - Bird’s Eye View (FY2001)

• Personnel – 4,600 government employees

• Beneficiaries – 78 million

• Benefit Outlays - $359 billion

• Program Management - $2.29 billion

• Medicare Fiscal Intermediaries and Carriers 

– approximately 70
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Centers for Medicare & Medicaid Services (CMS)

4 Pillars of the IT Security Program

CMS Information Security Program

Training
&

Awareness

Certification
&

Accreditation

Security
Architecture

Policies
&

Procedures

CMS Security Organization
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Centers for Medicare & Medicaid Services (CMS)

Where Did We Start ???

• Current Awareness & Training Report

• Awareness & Training Structure Report

• Framework Report

• Program Details

• Senior Executives Briefing
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Centers for Medicare & Medicaid Services (CMS)

Training and Awareness

• Target Audiences
– Management/Executives
– End Users (include contractors)
– System Developers/Maintainers

• Message Delivery
– Formal briefings & classes
– Awareness Day
– Conferences
– Cyber Tyger
– Web
– Newsletter
– Computer Based Training
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Centers for Medicare & Medicaid Services (CMS)

Senior Executive & Manager’s 
briefings

• Available on NIST FASP site 
(http://csrc.nist.gov/fasp/)

• Must have Executive and Managers support
• Simple
• Non-technical
• Peer led round-table discussion
• Publicize their Information Resources
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Centers for Medicare & Medicaid Services (CMS)

ISSO & SSP courses

• Senior management backing

• Peer led round-table discussion

• Prepare for resistance

• Must provide continuous support resources

• Must provide “TOOLS”
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Centers for Medicare & Medicaid Services (CMS)

System Security Levels

Business Case Analysis

Accept. Risk Safeguards

System Req. Document

Threat ID Resource

Identify Vulnerabilities
RA & SSP

Legend

Security Deliverables

Resources

“TOOLS” - Security in the SDLC
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
System Security Levels (SSL)
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
SSL - Information Categories



12www.cms.hhs.gov/it/security

Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
Acceptable Risk Safeguards
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
Threat Identification Resource
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
RA – Risk Determination
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
RA – Likelihood of Occurrence
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
RA – Impact Severity Levels
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
RA – Risk Levels
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
RA – Safeguards Determination
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Centers for Medicare & Medicaid Services (CMS)

System Development “TOOLS”
Risk – Mitigating Actions
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Centers for Medicare & Medicaid Services (CMS)

Awareness Days & Conferences

• Target audiences

• Publicity

• Free-trinkets

• Format & time 

allocations

• Don’t be afraid to try 

something new
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Centers for Medicare & Medicaid Services (CMS)

Cyber Tyger
• Everything’s coming up “Cyber Tygers”

• CyberTyger@cms.hhs.gov



CMS Intranet
Cyber Tyger Home Page
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Centers for Medicare & Medicaid Services (CMS)

Cyber Tyger Notes
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Centers for Medicare & Medicaid Services (CMS)

Information Security & Privacy 
End-User Computer Based Training (CBT)

• Web based 
– Currently intranet
– On/about May 2003 – internet 

(www.CMS.hhs.gov/it/security)

• CMS employees – mandatory completion 
by December 31, 2002

• On/about May 2003, mandatory for CMS 
Userid annual recertification
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Centers for Medicare & Medicaid Services (CMS)

Getting Started – Lessons Learned

• Follow NIST SP 800-50, Building an IT 
Security Training & Awareness Program 
instead of producing:
– Current Awareness & Training Report
– Awareness & Training Structure Report
– Framework Report
– Program Details 

• Immediately begin work on:
– Senior Executive briefing
– End-User training
– Managers briefing
– ISSO course
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Centers for Medicare & Medicaid Services (CMS)

Program - Lessons Learned
• Different target audiences 

with different needs

• Wanted a “perfect” CBT

• Start early with end user 
“reminders”

• Be prepared with 
answers, resources and 
tools



29www.cms.hhs.gov/it/security

Centers for Medicare & Medicaid Services (CMS)

Best Practices
• Partner with Privacy Officer / Advocates
• End-user Awareness

– Technology-based (web, CD’s etc.)
– Awareness Days/Conferences/Trinkets
– Paper-based (newsletter, tri-fold)
– CyberTyger E-mail

• Management Awareness - especially for system 
development areas

• Technical Training - Developers/ 
Administrators/ISSOs

• Intranet Web Site
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Centers for Medicare & Medicaid Services (CMS)

What’s Next

• e-Gov Initiatives

• Modernization

• Expanded audience
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Centers for Medicare & Medicaid Services (CMS)

E-Gov Initiatives



Thank You !!!

Julie Boughn

Director, CMS-OIS-SSG-DCES

Jboughn@cms.hhs.gov

Sharon Kavanagh

Training & Awareness Coordinator

Skavanagh@cms.hhs.gov

• CyberTyger@cms.hhs.gov
• www.cms.hhs.gov/it/security


